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Abstract - This paper investigates the design and
implementation of mobile phone jammers for GSM
(900MHz AND 1800MHz) and 3G (2100MHz) for
outdoor use in a high signal reception zone. A
mobile phone jammer is a device that blocks
reception of signals from a Base Transceiver Station
(BTS) of a service provider to a Mobile Set (MS).
Blocking is conventionally done by creating some
form of interference at the same frequency ranges
that MS use. As a result, a MS will either lose the
signal, or indicate non availability of network
coverage.
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I.INTRODUCTION

Jamming technology generally does not
discriminate between desirable and undesirable
communications. A jammer can block all radio
communications on any device that operates on
radio frequencies within its range or within a certain
radius of the jammer by emitting radio frequency
waves that prevent the targeted device from
establishing or maintaining a connection.

Cell phone jammer is a device which allows
blocking or jamming all incoming and outgoing calls
and SMS within a specified area. It does not have
any direct connection with the cell phone. It works
on the same frequency band of which the cell
phones operate.

Communication jamming devices were first
developed and used by military. Where tactical
commanders use RF communications to exercise
control of their forces, an enemy has interest in
those communications. This interest comes from
the fundamental area of denying the successful
transport of the information from the sender to the
receiver.

Nowadays, mobile jammer devices are becoming
civilian products rather than electronic warfare
devices, because with the increasing number of the
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mobile phone users, the need to disable mobile
phones in specific places where the ringing of cell
phone would be disruptive has increased. These
places include worship places, university lecture
rooms, libraries, concert halls, meeting rooms, and
other places where silence is appreciated.

Il. TYPES OF JAMMERS AND THEIR
FUNCTIONALITIES

Jamming objective is to inject an interference
signal into the communications frequency so that
the actual signal is completely submerged by the
interference. This can be achieved
ways .They are as follows.

in several

A. Blind Jammers

When this type of a jammer is active in a
designated area, such devices will ,by means of RF
interference, that prevent mobile phones located in
that area from receiving and transmitting calls. This
type of device transmits only a jamming signal and
has very poor frequency selectivity, which leads
to interference with a larger amount of
communication spectrum than it was originally
intended to target. This type is very uneconomical
and very high in power consumption. [2]

B. Intelligent Cellular Disablers

This system achieved the blocking with the
support of the service provider or the BTS. This Type
of a device detects the presence of a mobile
phone which blocks the communication between
the BTS and MS (Mobile Station ) and the filtering
or the prevention of authorization of call
establishment is done by the software at the base
station. This process of detection and interruption
of call establishment is done during the interval
normally reserved for signaling and handshaking.



C. Direct Receive & Transmit Jammers

This jammer like a small, independent and
portable base station, which can directly interact
intelligently or unintelligently with the operation of
the local mobile phone. The jammer is
predominantly in receiving mode and will
intelligently choose to interact and block the cell
phone directly if it is within close proximity of the
jammer. This selective jamming technique uses a
discriminating receiver to target the jamming
transmitter. The jam signal would only stay on as
long as the mobile continues to make a link with the
base station, otherwise there would be no jamming
transmission the technique forces the link to break
or unhook and then it retreats to a passive receive
mode again.[2]

D. EMI Shield - Passive Jamming

This technique is using EMI suppression
techniques to make a room into what is called a
Faraday cage. The Faraday cage essentially blocks,
or greatly attenuates; virtually all electromagnetic
radiation either from entering or leaving the cage or
in this case a target room.[2]

Il EXISTING METHODS

A. 3G/GSM Link Architecture

<

Figurel: 3G/GSM Architecture

Two frequency links are used to establish
communication and to handle traffic between BTS
(Base Station Transceiver) and the MS (Mobile
Station).One is for uplink and the other one is for
down Link. The traffic and signaling are sent at burst
of 0.577ms at interval of 4.615ms to data block of
each 20ms. The Uplink /Downlink Frequencies
usage in Sri Lanka is mentioned in the Table 1. [1]

Table 1: The Uplink , Downlink Frequencies uses in

Sri Lanka
Frequency Band Up Link Down Link
Name
E-GSM-900 880.0 925.0
Band 915.0 960.0
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1,710.2 1,805.2
DCS-1800 1,784.8 1,879.8

1930.1 2120.1
3G Band 1980.1 2170.1

B. Existing Methods of Jamming - (Using a Ramp
generator Circuits)

The most of available jammers are
concentrating down link band. Because the effect
jammer only affects the MS and affect the BTS
minimum level. Most of the circuit functions
jammers are depicted in the figure 2.
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Figure 2: The functions of a Jammer

The function of the Intermediate Frequency section
of the Mobile jammer is to generate the tuning
signal for the VCO, which will sweep the VCO
through the desired range of frequencies. This
tuning signal is generated by a triangular wave
generator (110 KHz) along with noise generator, and
then offset by proper amount so as to sweep the
VCO output from the minimum desired frequency to
a maximum.[3]

To achieve jamming a noise signal is mixed with
the triangle wave signal to produce the tuning
voltage for the VCO. The noise will help in making
the jamming transmission, making it look like
random "noise" to an outside observer. Without the
noise generator, the jamming signal is just a
sweeping, unmodulated Continuous Wave RF
carrier.

The Disadvantages of the RAMP generator
jamming system is that the jamming signals
covering the entire BTS to MS transmission band. As
the bandwidth is high which results in a reduced
power spectral density, this in turn dilutes the
emission power. Further, in this method it is very
difficult to demarcate the Uplink and Downlink band
precisely. As a result, jamming signal may interfere
with the Uplink frequencies. Then it may affect the
BTS.

This method is not effective to the 3G mobile

with Power



communication, due to the spread spectrum
technique uses. When a noise applied to the
frequency range it also spreads throughout the
band and the spectral density will be low. Then it
will be cancelled out when it is going through a
band pass filter.

IV PROPOSED OUTDOOR JAMMER

The design and effective deployment of outdoor
mobile phone jammers is complicated when it is
compared with the indoor application due to the
following reasons:

e The Jamming Signal strength is weakening
throughout the jamming area due to multipath
reflections, absorption and attenuation. Thus,
as a result, it is very difficult to narrow down or
focus the jamming strength to a particular
zone.[3][4][5]

e |t is difficult to confine the jamming signal
within the zone, which results in jamming the
area outside the zone which is undesired. The
signal strength of reception from BTS is greater
outdoor in comparison to indoor. Moreover, in
a outdoor scenario the MS will acquire
reception from more than one BTS. Thus, if the
reception of a particular BTS is low, the MS will
automatically latch into another BTS (which has
a higher reception). The power output required
for jamming is low for indoor application,
usually a low power such as 1 to 5 watts being
sufficient for the purpose. However, in contrast,
outdoor jammers require higher output in the
region of 20 to hundred watts
(depending on the strength of receptions from
BTS to MS) due to the complications involved in
the jamming process.

several

e The high output power, entails serious
considerations in heat dissipation of the
system.

e More precautions to protect the system
from high voltage surges and the lighting surges
which is common in for any outdoor
telecommunication device.

A. ARFCN & URFCN
ARFCN:-In GSM cellular networks, an absolute
radio-frequency channel number (ARFCN) is a code
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that specifies a pair of physical radio carriers used
for transmission and reception in a land mobile
radio system, one for the uplink signal and one for
the downlink signal.[1]

UARFCN:- The UMTS frequency bands are radio
frequencies used by third generation (3G) wireless
Universal Mobile Telecommunications System
networks.[1]

Tablel: ARFCN & UARFCN

Frequency Band Name ARFCN / UARFCN

E-GSM-900 Band 0TO 124 & 975 to 1023

DCS-1800 512 to 885

9612 to 9888 & 10562 to
10838

3G Band - 2100

B. Methodology used for E-GSM-900 and DCS-
1800Bands.

This system is based on the ARFCN and URFCN
selection method is based on microcontroller.

Power IF
Supply Section

| RF
| Section

Figure 3: The Main Parts of a Jammer

1) Power Supply

This section consists of 13V switch mode power
supply with a High Amperage current output. This
mainly uses for providing power supply to high
output power amplifiers (20W- 100W) and
regulated voltage output is drawn to circuits in the
system.

AC Power
Supply

13V, 28A Switch
mode Power | RF Amplifier

Supply

l 1 5V | Circuits in
| Regulator r—q the System

Figure 4: The Power Supply




Table2: Frequency Bands uses

2) IF Section Service E-GSM-900 DCS-1800
i e " Provider Band - MHz Band - MHz
! - Tuned Voltage :
| Band Selector to .
: the VCO i Air Tel 925-930 1835-1842.4
: : Mobitel 1805-1812 &
' 930 -937.4 Togta00
: Tuning v ' Hutchson 7.6-94 1820-1827.4
o " veo f— | 9376:945 | 182018
! ] i Amplifier Etisalat 945 -952.4 1827.6 - 1835
i Signal ! Dialog 1842.6-1850 &
H Mixture ! 952.6 - 960 1850 18E8
! ]
| _.| Nolse Generator _l ! Port C pins are configured as output pins and select

%
e O £ o L) P ———

generation Section

Figure 5: The Components of IF section (E-GSM-900 and
DCS-1800Bands)

The main function of the IF section of the mobile
phone jammer is to generate the tuning signal to
the VCO. The intermediate frequency section
consists of a Microcontroller, Tuned Voltage Band
selector to the VCO, Tuning voltages to the VCO,
Noise Generator and a Signal Mixture.

3) Microcontroller

MCLRver —= []°1 ~ 28[] +—= RB7/PGD
rAo/AND =L 2 27[] = RB6IPGC
RA1ANT =—= L] 3 26[] = RB5
RA2IANZNREF-ICVREF =—= ] 4 < 25[] == RB4
RA3/AN3NVRer+ =] 5 4 24[] =— RBIPGM
RA4/TOCKIICIOUT =—=L] 6 g 23[] = RB2
RASIAN4/SSIC20UT =[] 7 & 22[] == RB1
vss—=[] 8 5 21[J = RBU/INT
osciicLk —=L] ¢ = 20[] =— Voo
oscicLko =—[]10 5 19[] +— vss
RCOMOSOMICKI =—= [ 11 z 18[] =—= RCTRX/DT
RC1TIOSICCP2 =[] 12 17[] = RCBITXICK
RC2/CCP1 =—=[]13 16[] =— RCS/SDO
RC3/SCK/SCL =[] 14 15[ ] =—= RC4/SDI/SDA|

Figure 6: The Pin layout of the PIC16F876A

16F876A used as the main controller part of
this circuit. Two ports of this PIC used as output pins
(Port B and Port C) to select the Tuned Voltage Band
selector to the VCO and Tuning voltages to the VCO
appropriately. Further, to generate a noise
frequency PWM Signal generation is used as a noise
generator.

4) Tuned Voltage Band selector to the VCO

The E-GSM-900 Band and DCS-1800Band downlink
frequencies were divided into 5 and 7 sub bands
respectively. (Table 1)

39

the mobile frequency bands appropriately by this
section.

Figure 6: Tuned Voltage Band selector to the VCO

5) Tuning Voltage to the VCO

The frequencies mentioned in table 1 are divided
into 1MHz frequency band calculate the required
voltage supply to VCO for that respective frequency.
The ARFCN in the respective area (Which required
to Jammed) also can be selected to these required
frequencies. Using 5 KQ variable resistors (Preset)
which acts as a voltage divider that is used to
generate required voltage.

6) Noise Generator
PWM signal generation is used as the noise
generator. The micro ¢ Pro coding is as follows

PWM1_Init(50000); - Initialize PWM1 module at
5KHz

PORTC = OXFB;

PWM1_Start();

PWM1_Set Duty(125);- Set current duty for
PWM1

7) Signal Mixture

The input to this mixer is a sine wave and a random
"noise" signal. These signals are mixed to form a
new, "noisy" waveform. When it is applied to the



VCO, the resulting RF signal will "sweep" across the
cellular downlink frequencies, and will be Frequency
Modulated (FM) with the noise signal. This noise
modulation helps to increase the effectiveness of
the jammers.

Figure 7: The RF Mixture Circuit
C. Methodology used for 3GBand

3G uses WCDMA and the wider band makes it
possible to divide and combine reception signals
propagated through multipath-fading channels into
more multipath components, which helps to
improve the reception quality through RAKE time
diversity. WCDMA uses Direct Sequence spreading,
where spreading process is done by directly
combining the baseband information to high chip
rate binary code.[11][12]

WHz [

Non-Spread Signal
-;__‘

; Spread Signal

Figure 8: Signal Spreading in WCDMA

Implementing a noise to WCDMA is not much
effect on the communication. Because noise signal
also spreads throughout the bandwidth and will
cancel out in band pass filter. A special method
implemented to overcome this problem and figure 8
shows the block diagram of it.

Tuning Voltages
to the VCO

Microcontroller

Signal 1
€ Vi -
Mixture co ]

M | T°
Noise Generator Amplifier

Intermediate Frequency

generation Section

Figure 9: The Components of IF section (3G Bands)

If we consider a one service provider, they use 2
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frequencies for downlink throughout the island. For
an example Hutch uses DL UAFCN 10713
(2142.6MHz) and 10738 (2147.6MHz) uses to for
their Coverage.

Tuning voltages section can generate the
respective voltages which is required for the VCO to
generate respective UARFCN frequency. PWM signal
generation is used as the noise generator. Signal
mixture uses to combine two of the outputs and
applied to the VCO.

D. RF Section
This section consists of a VCO uses to generate
respective frequencies, a Power amplifier and an

antenna.
H Antenna ‘

Figure 10: The Components of RF section

Power
Amplifier

vco |

1) vco

A voltage-controlled oscillator or VCO is an
electronic oscillator whose oscillation frequency is
controlled by a voltage input. The applied input
voltage determines the instantaneous oscillation
frequency. Consequently, modulating signals applied
to control input may cause frequency modulation
(FM).

Figure 11: The Outlook of the VCO

Table2: Types of VCO used for the project

- E-GSM-900 3G Band -
Description Band DCS-1800 2100
part Number CVCOS55CL- CVCOS5BE- CVCOS5BE-
0920-0980 1750-2150 2100-2200
1
Frequency (MHz) 920 to 980 Z:SL(;(;O 2100 to 2200
Tuning Voltage
(VDC) 1.0to 5.0 0.3t04.7 0.5t04.5
2nd Harm (dBc) -12 -15 -12
Output Power 6.0£3.0 0.0£3.5 4.0£2.0
(dBm)
Vce (VDC) 5.0£0.25 5.0£0.25 5.0£0.25
Icc Max (mA) 35 25 30
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Figure 12: VCO Pin Layout Fall Iy
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Ophir RF Amplifier used to amplify the VCO
output and fed in to the Antenna.
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Figure 15 : DCS-1800 Band Jammer On & Off

Figure 13: Complete Circuit System ' S

V. OBSERVATIONS

900MHZ BAND WHEN THE JAMMER IS OFF

‘900MHZ BAND WHEN THE JAMMER 1S ON

Lavel B0

T T Figure 16: 2100 Bands (3G) Jammer On & Off

Figure 14: E-GSM-900 Band Jammer On & Off VI. CONCLUSION
A mobile phone from the time it is switched on
communicates with its service network via the BTS
using a frequency allotted for this purpose. The
novel concept analyzed by this paper is the
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development of a system to dentify these
frequencies and jam them instead of the entire
spectrum. This in turn effectively utilizes the
jamming signal power through a greater power
spectral density due to reduced bandwidth.

This system was successfully completed and
deployed in outdoor location. Performance of the
system is excellent. With the arrival of 4G mobile
communication, jamming concept has to be revised
again.
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